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ABCs of Penetration Testing - Agenda

What is a Penetration Test?

How does it relate to 
Vulnerability Scanning?

Penetration Testing Method

PT applications in the real 
world

Final words and Q & A
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Why Penetration Testing?

Computer related crime is on the 
rise

Most organizations already invest 
in securing their IT systems

But, are they secure yet?

Presenter
Presentation Notes
TJX theft tops 45.6 million card numbers
40M card numbers stolen from CardSystems
26.5M personnel files in US Dept of Veteran Affairs stolen laptop

$67.2 Billion a year is lost to cybercrime in the USA  (FBI 2005) 
3.5 million Americans gave sensitive information to phishers in 2006, almost doubled 2005  (Gartner)
UK's Home Office places losses from identity theft at £1.63 billion ($3.2 billion) over the last three years (SANS)
9 / 10 businesses affected by cybercrime  (FBI 2005)
100 Million Americans are in jeopardy of ID Theft due to data breaches in 2006 (NY Times)

You can’t manage what you don’t know
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Think like the enemy 

Test your systems to see if and how they can be compromised

Penetration Testing

– Key word is ‘systems’ not just individual machines

– An authorized attempt to breach the security of a system by utilizing 
the same techniques and approaches of a real attacker

– Ultimate check of your security utilizing the methods of a real attack

– We are not just testing machines, but also the devices and software 
that should either protect your machines or warn you about the 
attack

Presenter
Presentation Notes
A penetration test aims at answering the question: If I was an attacker, how far would I be able to go? How easy is it to compromise this computer | network | application | system? And how long does it take the organization to detect my presence?

PT is traditionally delivered by 3rd party consultants, or increasingly done by the organization on their own before rolling out new applications or after infrastructure changes
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A Penetration Test is not a Vulnerability Scan

A vulnerability scan looks for evidence of
– Vulnerable software/ versions
– Presence or lack of patches
– Common misconfigurations

As part of a broader vulnerability management process, scanning 
provides value to a maintenance function

But vulnerability scanning alone is not a replacement for a test
– Does not tell you what an attacker can do to/on your network today
– Does not identify dangerous trust relationships between 

components
– Lots of false-positives are produced which must be manually 

verified
– Only actionable items are list of missing patches
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The Vulnerability Management process

Discover

Scan

Report

Resolve Prioritize
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Key elements of a Penetration Test

Answer the question ‘how secure are we?’

Discover and exploit vulnerabilities throughout the network

Leverage trust-relationships among components

Access critical information

Presenter
Presentation Notes
Organizations today ask themselves whether they are secure or not. A penetration test is a critical tool to help them answer that question.
Security Assurance is a stand-alone function in larger organization. May reside in the audit group or in the security group. They are tasked with PROVING the security of the computing environment.
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Example

“After exploiting a vulnerability in the Exchange 
server, we were able to collect a list of valid 
email user accounts and passwords. We then 
used this server to attack the database server 
in the DMZ (which wasn’t visible from the 
outside). One of the exploits was successful 
and we gained administrator access to the 
server, including complete access to all tables 
in the customers database.”

Presenter
Presentation Notes
Easy to demonstrate risk to others
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What should you test?

Test all the ways an external person can touch your network

Internet facing servers (Email, DNS, Web servers etc)

Users who can receive external emails

Web Applications that expose data
– And that could expose internal systems

- CONFIDENTIAL -

Presenter
Presentation Notes
You should test every way that an external person could touch your network. Via a traditional attack against services visable on the internet. By emailing your user base or by attacking web applications.
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External Penetration Testing
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Testing via Email Attacks
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Web App Security Testing

Internal
Workstations

Internal
Network Servers

Web Application 
Server

SQL
Database
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The Penetration Testing process

Presenter
Presentation Notes
A PT will usually start with some agreement between the affected parties on the scope of the test. After all the parties have agreed on the scope and deliverables for the test, the actual test will start.

Because PT is usually offered as a service, there are multiple methodologies in use (including “no methodology”) by different service vendors. This is a methodology we call “Rapid Penetration Test” and involves a cycling through the following stages:

Information Gathering. Information about the target network is gathered and consolidated together using a variety of techniques. Vulnerability scanners are sometimes used as tools to obtain this information.
Attack & Penetration. After the potential targets in your network have been identified, relevant attacks are launched against them. These attacks are usually delivered by executing real exploit code (we’ll see them in more detail later).
Local Information Gathering. If an asset is successfully compromised in the previous step, additional information about the asset is gathered taking advantage of the new privileges obtained with the attack. For instance, after a successful server comprise, the attacker might proceed to download password files, database tables or application sources.
Privilege Escalation. In some situations, privileges obtained by a successful attack can be used to launch additional attacks that were not possible before. Typical scenarios include attacks that leave the attacker with limited access to the local system, or attacks that give the attacker network visibility to network segments that were not available from the original starting point. This process is repeated for all possible targets according to the previously defined scope and available attacks.
Clean-Up. Once the test is over, special care has to be taken to revert back any changes the tester might have introduced to the tested network as part of the penetration test. This is an area of growing concern which is sometimes ignored by inexperienced testers.
Report Generation. The final stage involves consolidating all the acquired information, analysis and recommendations into one or more reports, depending on the needs of the customer (can be an internal customer in the cases where the test is performed by the organization itself).
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A Good Penetration Test

Covers all relevant attack vectors

Clearly shows how vulnerable assets can be compromised

Tests the system as a whole, including existing defense mechanisms

Does not disrupt business operations
– Unless that is part of the scope of work

Documents all activities performed

Presenter
Presentation Notes
Documents -> specially the attacks that didn’t work!
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Who should do the testing

You could have external consultants perform the test
– Reliant on the skill set of the consultants
– Cost of consultant may limit the number of times you can test

Have an internal team perform tests
– Enables more frequent testing
– Enables better internal communication about results
– Can also encourage people to consult with security team before 

making changes

What do you need
– Penetration Testing is now standard practice, as such commercial 

and free software exists
»

 

www.metasploit.com free, open source Penetration Testing framework
»

 

BackTrack – LiveCD with suite of tools

- CONFIDENTIAL -
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When is testing necessary?

Rollout Upgrade

QA New Attack

TEST

TEST

T
E
S
T

T
E
S
T

Periodic
Testing

Presenter
Presentation Notes
Security assurance relative to business systems
Automated tools can help perform testing more often and at a lower cost
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How often can we test cost-effectively?

Penetration Testing was traditionally done once or twice a year due to 
high cost of service

Automated Penetration Testing software is enabling organizations today 
to test more often

– 75% of our customers doing testing on a monthly and weekly basis, in contrast with 50% doing it 
once or twice a year in late 2004
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The Vulnerability Management process

Discover

Scan

Report

Resolve Prioritize
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Discover

Scan

Report

Resolve TEST

Testing reduces errors and prioritizes findings

Presenter
Presentation Notes
Penetration Testing can be used (and it is in use today in this fashion by some organizations) as a prioritization filter. You can use a penetration test to see which of all those vulnerabilities can actually be exploited.
Vulnerability Validation
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Testing verifies correct mitigation

VERIFY

Discover

Scan

Report

Resolve TEST

Presenter
Presentation Notes
As we saw before, the scanning step is a “proxy” to understand the current patch-level of your network assets. As incorrectly applying a patch or a workaround will still leave your system vulnerable, a proper verification step is required.

A penetration test can be used to verify that the actions taken to remediate the issue were effective in plugging the holes.
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Organizations should take advantage of both 
VS and PT

VS provides a baseline from which to start building a risk profile

A Penetration Test illustrates what those vulnerabilities mean to the 
organization today, and can help verify remediation efforts

Ultimately organizations just want to know what is really at risk: a 
Penetration Test can help answer that question



Thank You!
http://www.coresecurity.com

anthony.alves@coresecurity.com
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